Threats to security, health, public infrastructure—
and other potential costs of Canada's 5G rollout

David Zarnett: What are we willing to sacrifice in exchange for faster
downloads and self-driving cars?

By David Zarnett February 19, 2020

-

Future-ready

(A pedestrian walks past an advertisement displaying a 5G sign in London, Britain, on Jan. 29,
2020. The Government has decided to let the Chinese company Huawei to continue to be used
in its 5G networks but with restrictions. (CP/EPA/FACUNDO ARRIZABALAGA)
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Revolutions come with a lot of hype. Today, 5G revolutionaries

at Bell, Rogers and Telus promise lightning fast download speeds, new and exciting
technologies, thousands of new jobs, and billions in economic growth. They say that 5G
will not only allow movies to be downloaded in seconds or self-driving cars, but also
significant improvements to agricultural productivity, the quality of remote health care
services, and the safety and efficiency of our cities. According to Robert Ghiz, the
president and CEO of the Canadian Wireless Telecommunications Association, “5G isn’t
‘just another upgrade.’ It is truly revolutionary. The implications of 5G networks are
significant and far reaching, not just for our industry, but for all Canadians.”



https://business.bell.ca/shop/medium-large/our-networks/5g
https://www.rogers.com/business/5g-network
https://www.telus.com/en/business/blog/digital-revolution-counting-down-to-lift-off
https://www.cwta.ca/blog/2018/11/26/cwta-president-and-ceo-robert-ghiz-delivers-keynote-at-economic-club-of-canada-toronto/

Marketing 5G as revolutionary, however, is a curious strategy. From Edmund

Burke’s Reflections on the Revolution in France published in 1790 to more recent
research in political science, it has been shown that revolutions can be costly—and they
often leave the public worse off than they were before. Today, there is good reason to
believe that the imminent 5G technology may come at a considerable cost to our security,
environment, health and right over how public land is used. Understanding these potential
costs is important. It will help the public develop a more nuanced view of 5G and it will
assist policymakers in ensuring that the right measures are put in place.

A widely held concern is that if Huawei is allowed to build a 5G network in Canada, it
will install “backdoors” that the Chinese government can use to steal sensitive
information. Huawei has argued that it has no intention of spying on behalf of the
Chinese state, but the Trump administration recently reported that they have concrete
evidence that such backdoors exist.

MORE: What’s the worst China could do with access to Canada’s 5G network?

The security concerns with 5G, however, go beyond Huawei’s potential involvement.
Regardless of which manufacturer builds it, 5G will dramatically increase the number of
devices and vital systems connected remotely, known as the internet of things (loT),
thereby creating an extensive “network of networks.” Experts warn that this will result
in hundreds of new access points that hackers can use to steal data or conduct

cyberattacks.

A second cost from 5G may be to our environment. 5G’s expansion of [oT,

including billions of connected devices, may mean a significant rise in energy
consumption. A larger number of connected devices will result in huge increases in data
that need to be stored in energy-intensive data centres, which are expected to emit more
carbon than the international aviation industry. It also means an exponential increase in
the number of wireless networks, which are energy-guzzlers (and estimated to be 10-
times less efficient than wired networks). In 2015 alone, the energy used to power
wireless networks generated approximately 30 megatonnes of carbon, the same as 4.9
million cars. Unless there is a dramatic shift towards renewable, carbon-neutral energy
sources, 5G’s impact on energy consumption may undermine Canada’s ability to cut its
carbon emissions and meet its Paris Agreement obligations, which it is already on pace to
miss.

Additionally, no one knows what impact 5G frequencies and radiation intensities will
have on our health. There are no published long-term studies on the topic. As one U.S.
Senator put it, with 5G, “we’re kind of flying blind here, as far as health and safety is
concerned.” For this reason, 273 scientists and doctors in the European Union have
signed a declaration calling for all 5G rollout plans to be stopped.



https://journals.sagepub.com/doi/abs/10.1177/104346397009003004
https://www.newyorker.com/magazine/2017/09/18/the-case-against-civilization
https://about.rogers.com/news-ideas/rogers-starts-rollout-of-canadas-first-5g-network-and-joins-global-5g-forum/
https://www.zdnet.com/article/huawei-security-half-its-kit-has-at-least-one-potential-backdoor/
https://www.businessinsider.com/huawei-says-us-has-no-evidence-nothing-of-chinese-spying-2019-2?r=US&IR=T
https://www.nytimes.com/2020/02/11/us/politics/white-house-huawei-back-door.html
https://www.macleans.ca/society/technology/whats-the-worst-china-could-do-with-access-to-canadas-5g-network/
https://foreignpolicy.com/2020/01/10/5g-china-backdoor-security-problems-united-states-surveillance/
https://nationalpost.com/news/from-huawei-to-the-internet-of-things-a-brief-explainer-on-5g-and-the-risks-to-canadian-security
https://business.financialpost.com/telecom/attack-surface-has-multiplied-5g-networks-more-vulnerable-to-hackers-conference-told
https://www.newyorker.com/news/annals-of-communications/the-terrifying-potential-of-the-5g-network
https://www.newyorker.com/news/annals-of-communications/the-terrifying-potential-of-the-5g-network
https://www.ericsson.com/en/mobility-report/internet-of-things-forecast
https://www.theguardian.com/commentisfree/2018/jul/17/internet-climate-carbon-footprint-data-centres
https://www.theguardian.com/commentisfree/2018/jul/17/internet-climate-carbon-footprint-data-centres
https://people.eng.unimelb.edu.au/rtucker/publications/files/energy-wired-wireless.pdf
https://ceet.unimelb.edu.au/publications/ceet-white-paper-wireless-cloud.pdf
https://climateactiontracker.org/countries/canada/2019-06-17/
https://climateactiontracker.org/countries/canada/2019-06-17/
https://blogs.scientificamerican.com/observations/we-have-no-reason-to-believe-5g-is-safe/
https://www.blumenthal.senate.gov/newsroom/press/release/at-senate-commerce-hearing-blumenthal-raises-concerns-on-5g-wireless-technologys-potential-health-risks
http://www.5gappeal.eu/the-5g-appeal/

Some suggest that 5G may increase the public’s involuntary exposure to radiofrequency
radiation (RFR). According to Health Canada, as long as 5G radiation emissions do not
exceed federal exposure limits, there is no threat to public health. However, the scientific
merits of these exposure limits are hotly contested. A group of more than 50 international
scientists has referred to Health Canada’s guideline as “fundamentally flawed,” and one
expert has described them as a “disaster to public health.” Further, the most

recent review of the exposure limits was seen by some to include too many scientists with
“major links to the telecommunications industry,” raising concerns about conflicts of
interest.

In contrast to the fears many have with Huawei, which are based on hypothesized
scenarios rather than smoking-gun evidence, there is a large body of scientific literature
dating back to at least the 1950s documenting harm from RFR. Most recently, a 2018
$30-million dollar study, conducted by the U.S. National Toxicology Program, found that
radiation from 2G and 3G cell phones could damage DNA and lead to malignant
tumours. According to the authors of a recent paper published in Environmental
Research, there is now enough evidence to classify RFR as carcinogenic to humans. If we
are to take a precautionary approach with Huawei, then surely a precautionary approach
to health is warranted, too.

Lastly, 5G may challenge the public’s right to have a say in how public land is used.
Unlike 3G and 4G systems, 5G will require a dense infrastructure of small-cell

antennae placed on rooftops, lampposts and hydro poles. This is because it will use
higher frequency radio waves that travel only short distances. It is estimated that 5G will
require the installation of approximately 273,000 small antennae across the country.

Current regulations maintain that the public should be consulted for the building of a cell
tower, but there are no such rights for the installation of 5G small-cell antennae (a “non-
tower structure”), despite potential health risks. This means that telecommunications
companies can install a small-cell antenna just metres from a bedroom window without
public consent. In the U.S., the lack of local control over 5G antennae siting has become
a hot-button issue.

5G revolutionaries promise a lot, and perhaps they will deliver. But, in light of the
technology’s track record and mounting evidence of its potential costs, there are good
reasons to be wary. 5G raises a number of concerns that require concerted public and
policymaker attention.


https://factor.niehs.nih.gov/2020/1/community-impact/5g-technology/index.htm
https://factor.niehs.nih.gov/2020/1/community-impact/5g-technology/index.htm
https://www.canada.ca/en/health-canada/services/environmental-workplace-health/reports-publications/radiation/fact-sheet-what-safety-code-6.html
http://www.c4st.org/images/documents/hc-resolutions/scientific-declaration-to-health-canada-english.pdf
https://www.cmaj.ca/content/cmaj/187/9/639.full.pdf
https://rsc-src.ca/sites/default/files/SC6_Report_Formatted_1.pdf
https://www.cmaj.ca/content/cmaj/186/9/E300.full.pdf
https://hbr.org/podcast/2019/02/fears-about-huawei-and-facebook-earnings-what-we-learned
https://hbr.org/podcast/2019/02/fears-about-huawei-and-facebook-earnings-what-we-learned
https://mitpress.mit.edu/books/microwave-debate
https://mitpress.mit.edu/books/microwave-debate
https://ntp.niehs.nih.gov/whatwestudy/topics/cellphones/index.html?utm_source=direct&utm_medium=prod&utm_campaign=ntpgolinks&utm_term=cellphone
https://www.ncbi.nlm.nih.gov/pubmed/30196934
https://www.ncbi.nlm.nih.gov/pubmed/30196934
https://www.itworldcanada.com/article/everything-you-need-to-know-about-5g/416498.
https://www.itworldcanada.com/article/everything-you-need-to-know-about-5g/416498.
https://www.5gcc.ca/wp-content/uploads/2018/06/CWTA-Accenture-Whitepaper-5G-Economic-Impact_Updates_WEB_06-19-2018.pdf
https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf08777.html
https://www.citylab.com/life/2018/10/fcc-5g-wireless-broadband-regulations-city-government/571921/
https://www.citylab.com/life/2018/10/fcc-5g-wireless-broadband-regulations-city-government/571921/

